
Protecting research data - pre-award guidance
Although at the pre-award stage you only need to answer the following questions it is recommended that you read the post-award questions prior to submitting your grant application.
	1
	Does the methodology you propose for the protection and management of data to be used in this project comply with legal and funder requirements and reflect best practice in the field?

	
	This is a general question to ensure that you have considered the wide range of data protection and management issues that your project may raise.  These issues are explored in more detail in the other pre-award questions and in further detail in the post-award questions.
You should consider: 
Do you fully understand the requirements of the funder?   The Digital Curation Centre provides a summary of research funders’ policies at: http://www.dcc.ac.uk/resource/curation-policies/ 
If this is a new area of work for you then you may not be familiar with what constitutes best practice. You should ensure that:
· current and future staff who will work on the data are appropriately trained;

· staff have been officially vetted where necessary (e.g. CRB (Criminal Records Bureau) or ISA (Independent Safeguarding Authority) registration for staff working with children or vulnerable adults).

	2a.
	Have you discussed the practical data requirements with Faculty IT staff?

	
	IT staff in your Faculty can provide guidance on the technical aspects of protecting and managing your research data.  They will want to explore with you:

· the practical aspects of the project, such as how much data you will need to store;

· the level of security that the data requires, both in terms of ensuring that irreplaceable data is not lost and the sensitivity of the data.
Other things to discuss with IT staff:
· if staff have data on laptops, are copies of the data held elsewhere and are these copies kept up-to-date?
· encrypting data if the data held on a laptop is 'sensitive';
· keeping data safe if it is accessed from an off campus location (e.g. from home or at a conference).  Should you be using remote access systems such as the ISS RMAS (Remote and Mobile Access Service)?
· are there any items, such as storage costs, that should be included in the grant application.

	2b.
	Have you included the relevant costs of these requirements in your application?

	
	Depending on the nature of the research the cost of providing appropriate data protection and management facilities could vary considerably.  Your faculty IT staff will help you to assess this so that you can include relevant costs in your grant application.

For more information on issues affecting costs see the post-award guidelines.

	3a.
	Would the disclosure of the project data breach the Data Protection Act?

	
	If personal data is involved you will need to ensure that principles of the Data Protection Act will be fully met.  See:http://www.opsi.gov.uk/acts/acts1998/ukpga_19980029_en_9
Guidance from the University can be found at:http://campus.leeds.ac.uk/dpa/

	3b.
	Would the disclosure of the project data be detrimental to the University's reputation?

	
	Whilst you clearly have to comply with legal requirements, and with rules imposed by the University and by the funding body, you also need to consider the University's reputation.  There have been many examples recently of data being lost.  What would a member of the general public think if the data on which you are working came into the public domain? Would this be damaging to you, your research group and the University?  Appropriate use of data encryption can mitigate the loss of a device holding sensitive data (though not for the loss of the data if the device was holding the only copy).

	4
	Does the data potentially have a current or future commercial value to either the University or the funding body?

	
	You need to consider:

· the data that is provided to you as input to the research; 
· the data that you produce as part of the research.  
In both cases you should consult with Commercialisation Services in the Enterprise and Innovation Office to ensure that you have the correct legal arrangement in place to protect all parties and that everyone working with the data is aware of their responsibilities.


Protecting research data - Post-award questions
	Unless your requirements are very simple you are advised to discuss your technical and financial requirements with Faculty IT, finance and research support staff.

	Members of Staff

	1a.
	For all members of staff with access to project data, do the staff members need training regarding the criticality and sensitivity of the data that is being handled and can you evidence that suitable training has been or will be undertaken?

	 
	It is important that everyone who has access to the data understands how it is protected and managed.
A generic training course is provided by SDDU.  'Research Data Management: What you need to know'.
More specific training may be necessary depending on the sensitivity and criticality of the data.
If problems occur during the project it is important that you can demonstrate that you have considered what training was necessary and can show that all staff have undertaken this training.

	1b.
	For all members of staff with access to project data, do the staff members require any form of vetting such as Criminal Records Bureau or Government Security Check, and if so can you evidence that this has been or will be undertaken?

	
	The following are areas that may require some form of vetting (this list is not exhaustive):
· working with children or vulnerable adults;
· working with patient identifiable data.

	About the data

	2a.
	What volume of data storage will be required for the duration of the project?

	
	We know this is a difficult question to answer at the project planning stage.  However, you should consider:

· Are you going to obtain data sets from other sources? If so, ask the data set owners for the storage requirements to host these data sets.
· Will you be running experiments which generate large amounts of data which need to be stored either for short periods, whilst you analyse the data or for an extended period?
· Will you be running simulations that require large amounts of storage whilst they are running?

	
	You should also consider how the volume of data will vary over the life of the project.  Will you:

· start with modest storage requirements, build up to a maximum and then, at the end of the project, only need to keep small volumes of data?
· Or will you start by importing large data sets and then require little additional capacity for the rest of the project?
· Or will you be collecting large volumes of data throughout the project and need to keep this for an indefinite period to allow for subsequent analysis?

	2b.
	If the data is lost is it easy and cost effective to reacquire (when compared with expensive forms of data protection)

	
	For example, if you are working on video where the original is stored on a DVD which is readily available, then there is little point making multiple copies of the video on computer systems that use expensive technology and processes.  If the online version of the data is lost you can simply load it again from the DVD.
Equally, if you are working on data that has been obtained from an experiment that is cheap and quick to repeat, then elaborate and expensive storage protection mechanisms are probably inappropriate.
However data obtained from the natural environment which is not reproducible would require enhanced protection.

	2c.
	How will you maintain the integrity (accuracy and currency) of your data?

	
	If your storage is being provided by faculty or central IT teams then they will deal with the technical aspects of integrity.  However, you will need to ensure that processes and procedures are in place for those working with the data to ensure that the data is accurate and kept up to date.

	Backing up the data

	3a.
	What are the impacts of data being unavailable for particular time periods e.g. one hour, one day, one week?  Please consider the availability requirements of your data in terms of a cost/availability trade off.

	
	Storage is typically implemented as a series of tiers which trade off speed, recovery time, resilience and cost.  Storage that delivers data quickly, can recover quickly from a major fault and is resilient against minor faults, also costs considerably more than storage to meet less rigorous requirements.  
For example, if you have data that you only access every couple of months, being able to retrieve data from tape within 48 hours, if the online version is lost, may be perfectly adequate for your requirements. This would cost much less than keeping two online copies of the data.
Providing this type of information will allow IT staff to produce a cost effective solution which meets your needs.

	3b.
	If you need to store multiple copies of the data do the copies need to be geographically diverse?

	
	If you need to keep multiple copies of the data (so that the failure of a particular piece of storage technology does not cause the loss of the data) then you need to consider where the various copies should reside.  There have been several examples of staff very carefully copying data from their computer’s hard disc onto memory sticks or DVDs and then keeping these additional copies with the computer.  A fire could destroy all copies of the data or theft could result in all copies being lost.
ISS systems store copies of the data that they are managing in two different campus locations. Copies of the data that are written to magnetic tape are taken to an off campus location.  Some faculties provide equivalent facilities.  
If you are making other provision for the storage of your data you need to take this issue into account.  For example, if you are on a field trip and are keeping data on a laptop, can you periodically upload the data to a University system? Are you making backup copies of the data which are kept as far away from the laptop as is practical?

	After the project finishes

	4a.
	Does the funding body require the retention of the data beyond the life of the project?

	
	Some funding councils require some data to be stored and possibly made available to others for several years after the end of a project.  This is an area that is subject to change so make sure that you know what the requirements are at the start of the project and discuss these with faculty IT staff as this type of long term storage is particularly challenging.

Some Research Councils (eg ESRC and NERC) have data repositories, and at Leeds LUDOS (Leeds University Digital ObjectS) is available for sharing research outputs. 

When considering the longer term preservation of materials, metadata should be provided to describe the data and its context, to allow for possible re-use and to make it understandable beyond the life of the research project.

	4b.
	If the funding body does require the retention of the data beyond the life of the project, what access arrangements will be necessary?

	
	As raised in 2f, is the funding body happy for the data to be stored on tape held in a secure off site location and accessible only after a two week notice period, or do they want the data available online with sophisticated indexing and search mechanisms provided?  You need to ensure that faculty IT staff are aware of these requirements before you make your funding application as you may need to include technology to meet these requirements in your project costings.

If online access to permit data sharing, indexing and search capability is required, then consider whether a digital repository or archive is available, either locally, nationally or via domain-specific provision (see 2f). This is an emerging area where provision is expected to improve in the next few years. Provision of metadata will also be very important in these scenarios. 

	Protecting the data

	5a.
	How is the data to be protected from inappropriate access?

	
	You need to make sure you are meeting the funder’s requirements to keep data securely. You may need to consider security issues around:

· off campus access

· moving data, for example taking it to a conference or meeting.

	5b.
	Do you need to encrypt the data?

	
	When used properly, encryption means that even if you loose a device holding data this data can't be accessed by an unauthorised person.  Encryption does not prevent data loss if the data is stored on only one device and that device is lost.
Encrypted memory sticks allow for the secure transport of data from one place to another (the current preferred product is available from the IT Shop).
Encryption technology can be used on laptops to protect either individual files or the whole disc.  You should discuss your requirements with faculty IT staff.
The University has evaluated a number of solutions which, in addition to the basic requirements for security, also overcome problems such as a lost password or the requirement for more than one person to be able to access the encrypted data.
Not all products have these features and the features need to be setup properly if they are to be effective.

Make sure any encryption passwords are themselves securely managed.

If your data is confidential or critical you should follow the guidelines in the Information Classification and Protection Policy

	5c.
	How is the data going to be protected from accidental or malicious deletion or corruption?

	
	If data is lost, for any reason, what measures do you have in place to recover it? 

If you storage is provided by faculty or central IT teams then it will be backed up. 

	Accessing the data

	6a.
	Do you know who needs access to which parts of the data?

	
	Depending on the nature of the project some of the data should only be accessible to a small sub-set of the people working on the project. Specific access control mechanisms will need to be put in place from the start.  This is particularly true of data covered by the Data Protection Act.

	6b.
	Do you need to restrict read / write access to specific members of staff and / or do you need super-users who have enhanced privileges?

	
	It is common for several people to be working on a particular data set.  The majority of these people will not need to make amendments to this source data set.  To ensure that this reference data set's integrity is guaranteed, it is important that proper processes and controls are in place.  Faculty IT staff will be able to advise on the best way to meet these requirements.  In particularly large or complex data environments it is best practice to have one or two people who are formally responsible for data management issues within a project. These individuals may have enhanced access rights to the data, but their access should be dictated by written procedures.

	6c.
	If the data will need to be accessible from off-campus, how will this be achieved securely?

	
	If data has been published and is designed to be accessible by everyone then no measures need to be in place to protect access to the data.  
Where protection is necessary there are a number of options.  One of the easiest and most secure methods is the ISS provided RMAS (based on CITRIX technology).  Other methods may be available in particular faculties or from ISS.  If you have particularly demanding requirements then these should be discussed with faculty IT staff before the start of the project.

If your data is confidential or critical you should follow the guidelines in the Information Classification and Protection Policy

	6d.
	Do you need enhanced security controls to restrict access to the data stored in shared areas?

	
	ISS and some faculties provide storage areas that are designed to be accessed by groups rather than individuals.  Discuss your requirements with IT staff so that they can tailor the access arrangements to meet your security needs and provide you with instructions on how to use these areas to balance usability with security.

If your data is confidential or critical you should follow the guidelines in the Information Classification and Protection Policy

	6e.
	Will you need an audit trail to prove who accessed which data at what time and to demonstrate what the user did?

	
	If an audit trail is required please discuss the issue with the IT Security Co-ordinator (Kevin Darley).

	6f.
	Will data be passed to other organisations and if yes how will this be achieved in a secure manner?

	
	This is related to question 6.
If small volumes of data are moved reasonably infrequently then an encrypted memory stick (see 4b) can be used.
If larger volumes or more frequent exchanges are necessary, then the specific requirements can be discussed.  There are technologies such as secure file transfer or the use of Virtual Private Network (VPN) technology which IT staff can advise you.
You should not use email to transfer documents that need to be kept secure unless you have made special arrangements to ensure that these documents are suitably protected.  Again, IT staff will be able to provide assistance.

	6g.
	If the data is going to be shared with other parties, have you checked that they have made appropriate arrangements to protect the data?

	
	There is little point in your employing all the necessary data protection and management techniques if your collaborators, or other third parties, do not take similar precautions.  This needs to be agreed before the project goes ahead.  The level of detail will depend on the nature of the data, but where data is sensitive it is suggested that IT staff from all relevant organisations should be involved as early as possible in the planning for the project.  This should avoid circumstances that have occurred in the past, where organisations have mutually contradictory data protection policies or technologies.

	
	


Glossary

· CRB (Criminal Records Bureau)
An executive agency of the Home Office which vets applications for people who want to work with children and vulnerable people.
· Critical data
Data is considered critical if its loss or corruption would adversely impact the operation or reputation of all or part of the University.  The data may only be available from limited sources or be difficult or impossible to recreate.

· Citrix
Technology allowing secure remote access to University services and resources

· ISA (Independent Safeguarding Authority)
A public body set up by the UK Government to provide ‘a single agency to vet all individuals who want to work or volunteer with vulnerable people.’

· Metadata
Data which describes or gives information about another set of data

· RMAS (Remote and Mobile Access Service)
The ISS Remote and Mobile Access Service (RMAS) provides staff with secure, remote access to University applications and resources
· Sensitive data
Data is considered sensitive if its disclosure to unauthorised recipients would result in an adverse impact being suffered by the University or its members (e.g. live patient information or sponsored research findings, the confidentiality of which is bound by a non-disclosure agreement).

· VPN (Virtual Private Network)
A VPN is a Virtual Private Network, which establishes secure, encrypted, end-to-end private network connections over a public networking infrastructure. At the University, it allows you to connect a computer to the campus network via the Internet.
Useful links
· DPA (Data Protection Act)

· Government information- http://www.opsi.gov.uk/acts/acts1998/ukpga_19980029_en_9
· University guidance at: http://campus.leeds.ac.uk/dpa/
· Digital Curation Centre - http://www.dcc.ac.uk/resource/curation-policies/#policies
· University IT Security policies (including Information Classification and Protection Policy) – http://campus.leeds.ac.uk/isms
· LUDOS (Leeds University Digital Objects) – http://ludos.leeds.ac.uk 

· RMAS (Remote and Mobile Access Service)

· Log in at: http://access.leeds.ac.uk
· Support: http://iss.leeds.ac.uk/rmas
· SDDU training courses – www.leeds.ac.uk/staffdevelopment
· The IT Shop – http://iss.leeds.ac.uk/theitshop
· VPN (Virtual Private Network) - http://iss.leeds.ac.uk/vpn
· Vetting

· CRB - http://www.crb.gov.uk/
· ISA - http://www.isa-gov.org.uk/  
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